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[bookmark: _Hlk146818774]Abstract: This paper proposes to update solution #10 for further clarifications on the encryption aspects of UPF.
1. Introduction/Discussion
Update the double encryption and decryption.
2. Text Proposal
It is proposed to capture the following changes in TR 23.700-70.
* * * * First change * * * *
[bookmark: _MON_1720333833][bookmark: _Toc164714021][bookmark: _Toc165020609][bookmark: _Toc519004414]6.10	Solution #10: PDU Set information identification based on MoQ
[bookmark: _Toc164714022]6.10.1	Key Issue mapping
This solution addresses the Key issue #2 to Support PDU Set information identification for end-to-end encrypted XRM traffic.
[bookmark: _Toc164714023]6.10.2	Description
QUIC is a UDP-based, stream-multiplexing, encrypted transport protocol that is widely accepted. However, QUIC natively integrates TLS encryption technology, making it difficult for the network intermediate node to identify the application layer information such as PDU Set information.
Media over QUIC (MoQ) develops a simple low-latency media delivery solution for ingest and distribution of media. MoQ focuses on building protocol mechanisms for publication of media and means to identify and receive the media, which can be used over raw QUIC or WebTransport. MoQ specifies a simple method for clients to authenticate to the relay or server to transmit or receive media.
The basic data element of MOQT is an object. An object is an addressable unit whose payload is a sequence of bytes. Objects are comprised of two parts: metadata and a payload. The format of the OBJECT message is as follows:



-	Track ID: The track identifier obtained as part of subscription and/or publish control message exchanges.
-	Group ID: The object is a member of the indicated group within the track.
-	Object ID: The order of the object within the group. The IDs starts at 0, increasing sequentially for each object within the group.
-	Object Send Order: An integer indicating the object send order or priority value.
-	Object Payload Length: The length of the following Object Payload. If this field is absent, the object payload continues to the end of the stream.
-	Object Payload: An opaque payload intended for the consumer and SHOULD NOT be processed by a relay.

[bookmark: _MON_1768314051]

The metadata is never encrypted and is always visible to relays. So, the PDU-set related information could be identified in the relay (i.e. the UPF).
The mapping of track to QoS flow following the existing QoS flow mapping principle, i.e. only tracks with the same QoS requirement are mapped into the same QoS flow, and tracks with different QoS requirements are mapped into different QoS flow.
This paper proposes a solution for identifying PDU Set information from encrypted traffic based on the MoQ. In this solution, UPF acting as a relay node could identify the PDU Set information and place it in MoQ metadata/GTP header.
The solution is based on the existing PDU Session Establishment/ modification with the following enhancement:
AF:	Provide Encrypted Traffic Handling Assistance Information along with the Protocol description.
PCF:	Determine PCC Rules based on Encrypted Traffic Handling Assistance Information and the Protocol description. The PCF need to provide the UE with the specific URSP for MoQ traffic routing, e.g. DNN and S-NSSAI specific used for the MoQ and the traffic descriptor in the USRP can be the FQDN or IP address of the Application server. In order to provide UE with the URSP used for MoQ, the PCF should understand the UE capability for MoQ.

SMF:	Provide N4 rule to activate the MoQ relay functionality of UPF.
UPF:	Identify the PDU set information based on MoQ metadata. Maintain two QUIC connections (i.e. one between the UE and UPF, another one between the UPF and the AS) for one QoS flow.
UE:	Support the QUIC/MoQ connection establishment with UPF.
Editor's note:	It is FFS how the PDU set information (e.g. PDU Sequence Number within a PDU Set) can be supported by MoQ.
[bookmark: _Toc164714024]6.10.3	Procedures
The procedures is used for QUIC connection establishment with encrypted traffic during UE requested PDU Session Establishment procedure. The network could help to identify the PDU set information based on the AF provided assistance information. During PDU session Establishment procedure, SMF selects UPF supporting MoQ relay functionality based on UPF capability and other information (e.g. specific (DNN, S-NSSAI) or in case of EASDF-based EAS discovery as defined in TS23.548[x] is deployed, SMF may select UPF supporting MoQ relay functionality for specific FQDN of XR service received from EASDF.



Figure 6.10.3-1: PDU Set information identification based on MoQ
1.	The AF invokes the Nnef_ParameterProvision_Create request with carrying Encrypted Traffic Handling Assistance Information (ETHAI) along with the Protocol Description to the NEF/PCF, the ETHAI includes the MoQ relay support indication along with one or more URI of AS, AS address. AF also provides the DNN, S-NSSAI, or External Group ID.
2.	NEF provide the above parameters in step1 in UDM with invoking Nudm_ParameterProvision_Create service opeartion, and these information can be stored in UDR.
3.	UE triggers the PDU session establishment with specific DNN, S-NSSAI. 
4.	The AMF selects an SMF and invokes the Nsmf_PDUSession_CreateSMContext Request. 
5-6.	The SMF may perform an SM Policy Association Establishment/Modification procedure with the PCF. The PCF generates PCC rules based on the UDR stored information, and sends the PCC rules to the SMF, including MoQ relay support indication and AS address.
7.	The SMF determines that the MoQ relay is required according to the S-NSSAI, DNN, and the indication PCF. Then the SMF will perform UPF selection considering the MoQ relay capability of UPF. 8.	SMF initiates an N4 Session Establishment/Modification procedure with the UPF, and sends the AS address received from PCF to UPF to trigger the establishment of QUIC connection with AS.
9.  SMF response the PDU session establish response to AMF and UE.
10.	Then the UPF triggers the QUIC connection with the AS with using the AS address (e.g. URI). 
11. The UE obtains the MoQ relay address (i.e. UPF address) via application layer. Then the UE initiates the QUIC connection establishment with the UPF.
12.	For the downlink direction, the PSA UPF identifies PDU Set information from MoQ metadata, The UPF identifies the MoQ metadata and convert the MoQ metadata into PDU set information and sends the PDU Set information in the GTP-U header to RAN.The PDU Set Information can be extracted from the metadata as following:
-	The PDU Set Sequence Number could be extracted from Object Sequence.
-	Indication of End PDU of the PDU Set could be identified based on the Payload Length.
NOTE: 	UPF may need to store the Payload length received in a PDU at the start of the reception of an object and to use this stored information to determine the end of the PDU set when handling further PDUs related with the Object 
-	PDU Set Size in bytes could be identified based on Object Payload Length.
-	PDU Set Importance could be identified based on Object Object Send Order.
[bookmark: _Toc164714025]6.10.4 Detailed MoQ mechanism in UE, UPF and Application Server
The interaction among client, relay, and server is achieved by a subscription procedure defined in MoQ [9]: 
Publishing through the relay starts with publisher sending ANNOUNCE control message with a Track Namespace to advertise where the receiver can route SUBSCRIBEs for tracks within the announced Track Namespace. Upon successfully processing of ANNOUNCE message, relay node knows the tracks that the application server supports. The format of ANNOUNCE is as follows:
ANNOUNCE Message {
  Track Namespace (b),
  Number of Parameters (i),
  Parameters (..) ...,
}

Subscriber (i.e. UE client) interacts with the MoQ relay (i.e. UPF) by sending a SUBSCRIBE control message for the tracks of interest. Upon successfully processing of SUBSCRIBE message, relay node knows the tracks that the UE client is interested in. The format of SUBSCRIBE is as follows:
SUBSCRIBE Message {
  Subscribe ID (i),
  Track Alias (i),
  Track Namespace (b),
  Track Name (b),
  StartGroup (Location),
  StartObject (Location),
  EndGroup (Location),
  EndObject (Location),
  Number of Parameters (i),
  Track Request Parameters (..) ...
}

As each track may have one or more associated connection URLs specifying network hosts through which a track may be accessed, hence the UE and server are synchronized with the track information. Acting as a relay node in MoQ, the UPF shall also support the interested tracks of the UE.

6.10.5	Impacts on services, entities and interfaces
AF/AS:
-	Provide Encrypted Traffic Handling Assistance Information along with the Protocol description.
PCF:
-	Determine PCC Rules based on Encrypted Traffic Handling Assistance Information and the Protocol Description.
SMF:
-	Provide N4 rule to activate the MoQ relay functionality of UPF.
-	Indicate UPF to establish QUIC connection with AS.
UPF:
-	Identify the PDU set information based on MoQ metadata.
-	Maintain two QUIC connections (i.e. one between the UE and UPF, another one between the UPF and the AS) for one QoS flow, which indicates the additional re-encryption after the decryptionmeans double encryption and decryption steps.
UE:
-	Support the QUIC/MoQ capability.

* * * * End of change * * * *
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5. SM Policy Association Establishment/Modification
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11.QUIC connection establishment (connection 2)
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[image: image1.png]The format of the OBJECT message is as follows:

OBJECT Message {
Track ID (i),
Group Sequence (i),
Object Sequence (1),
Object Send Order (i),
[Object Payload Length (i), ]
Object Payload (b),

+

Figure 4: MOQT OBJECT Message
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